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Preface

1. Introduction

This document describes the Arcsys Web Agent of the Arcsys software as well as its
functionalities.

The Arcsys Web Agent will be discontinued and replaced by the ArcWeb
Module. ArcWeb will encompass all the current functionalities of the Arcsys
Web Agent, plus several new features. The Arcsys Web Agent will continue
to be supported but won't be updated with any new features.

ArcWeb already offers a range of capabilities, including archiving, archive
consultation, editing, search, workflow management, and functional
administration. We encourage new users or those exploring new use

cases to start with the current version of ArcWeb to fully benefit from its

functionalities, rather than investing time in the soon-to-be-phased-out
Arcsys Web Agent.

2. Reference Documents

2.1. Concepts

Arcsys Presentation Manual: Arcsys-presentation-26.1.0.STS-en.pdf

Arcsys Functional Description Manual: Arcsys-functional-description-26.1.0.STS-
en.pdf

2.2. Installing and Updating

Arcsys Prerequisites Manual: Arcsys-requirements-26.1.0.STS-en.pdf

Arcsys Installation Manual: Arcsys-installation-26.1.0.STS-en.pdf

2.3. Operations

Arcsys Administration Manual: Arcsys-administration-26.1.0.STS-en.pdf

Arcsys Errors Manual: Arcsys-error-26.1.0.STS-en.pdf

Preface 12
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2.4. GUI

Arcsys Web Interface User Manual: Arcsys-web-26.1.0.STS-en.pdf

Interface Guide: Arcsys-web-end-user-26.1.0.STS-en.pdf

2.5. Development

Arcsys APl Manual: Arcsys-api-26.1.0.STS-en.pdf

2.6. Option guides
ArcHP Option Guide: Arcsys-option-archp-26.1.0.STS-en.pdf

ArcREF Option Guide: Arcsys-option-arcref-26.1.0.STS-en.pdf

2.7. Optional modules

BatchReporting: BatchReporting-UserGuide-26.1.0.STS-en.pdf
ClassAssigner: ClassAssigner-UserGuide-26.1.0.STS-en.pdf
MetadataReplacement: MetadataReplacement-UserGuide-26.1.0.STS-en.pdf

StartRetentionDateAssigner: StartRetentionDateAssigner-UserGuide-26.1.0.STS-
en.pdf

3. Symbols and Meanings

% Identifies information of particular interest
0 Important

Identifies important information

4. Definitions and Abbreviations

See the Glossary

Preface

13



Arcsys
‘infotel y ARCCO-EN09-26.1.STS-0

Arcsys Web Interface User Manual

Part 1. General overview

Part 1. General overview 1




Arcsys
ARCCO-EN09-26.1.STS-0

Arcsys Web Interface User Manual

1. Overview

The purpose of the Arcsys Web Agent is to offer a simple and efficient graphical
interface to manage and control all archiving and retrieval functions available with
Arcsys.

1.1. Principles

1.1.1. Design

1.1.2.

All screens shown in the Arcsys Web Agent have the same structure and respect the
same flowchart.

Furthermore, all elements found in the top right corner of the web interface provide
information on the connected user.

» User account details: This button displays the name of the current user and the
group to which they belong.

+ Sign out: This button enables users to sign out of the system.
« Password: This button enables users to change their password.

The top left corner of the web interface contains information regarding the software
version and the current page.

» Arcsys: Displays the Arcsys logo and version.

» Current page: This banner reminds users of the sections displayed on the current
page. These tabs cannot be clicked.

The left column displays different information.
+ Main menu: This menu contains all the functions that users can access.
» Current selection: This area contains the elements selected in the current session

(repository, lot, collection, etc. — see glossary). It also designates the items on which
the current operation is being applied.

Error Pages

Error pages are always identical in structure. A clear message enables users to identify
the cause of the error and a button allows them to return to the previous page.

1. Overview 2
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Figure 1.1, “Error Page” [3] displays the error page shown when a user has not
been identified by the application:

arcs V'S Archiving and Retrieval ~ Error

We are sorry but this identification is incorrect.
Please try again.

Back

Figure 1.1. Error Page

1.1.3. List of Elements: Advanced Functionalities

Each screen depicting a list of items includes advanced search and sort features:

» "Filter zone": These filters refine searches when accessing the relational database
(required for large volumes of data).

« "Sort": Users can sort the results using the white arrows.

The number of items displayed per page can be set in the web configuration
file.

The values of this setting can be defined, screen by screen, through configuration files.
See the Arcsys Administration Manual.

1.2. Internationalization

The Arcsys web interface is available in two languages: French and English. The
language selection is made on the first screen of the application, choosing one of the
flags available:

1. Overview 3
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dlCSYS archiving and Retrieval Loegin
) 9 g

- s Login
il =F

Password

V' OK

Figure 1.2. Selecting a Language

1.3. Concepts
The concepts of Repository, Collection, Lot, Object, Keyword, Mask and Value used in

this manual are defined in the glossary. You can also refer to the Arcsys Presentation
Manual, which explains these concepts in greater detail.

Important

The label values in the GUI may differ from the names used in
this manual. For example, the label "Base" is still used instead of
"Repository".

1. Overview 4
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2. Functions: How do I...?

This chapter contains several tutorials explaining the different actions to be performed
when using most of the functions of the web interface.

Further details and screenshots on the functions can be found in the second half of this
manual.

2.1. Creating a storage policy

A storage policy describes the way in which the records are managed over time. It
contains a number of user-defined rules describing the media used and the retention
time on the media (see the Glossary).

2.1.1. Instructions
Creating a storage policy involves three stages:
» Defining the physical storage media in the relational database;
+ Creating the storage policy

» Associating the storage policy with the physical storage media.

2.1.2. Physical Media

The physical media are the storage resources used when archiving. They are also
referred to as "storage zones" by Arcsys.

The definition of new storage zones is described in page 63, « Managing Zones ».
The zones thus defined are valid for all repositories registered in Arcsys.

2.1.3. Creating a storage policy
Storage policy creation is detailed in page 68, « Managing and Selecting Storage

Policies ». A storage policy is associated with a collection when the collection is
created (detailed in page 20, « Managing and Selecting Collections »).

2.1.4. Associating Storage Policies—Storage Zones

This section defines the order in which the physical media are used, the time the
records will remain on each media, and the number of record copies to be made on
each of them.

2. Functions: How do I...? 5
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The screens for these settings are explained in detail in Page 71.

2.2. Archiving a File List

This chapter describes all the stages in which a list of files is archived using an empty
Arcsys repository.

In this way, together with the second part of this manual, the overall operation of the
Arcsys Web Agent is described.

The order given here for the different tasks to be completed to create an archiving

order must be followed. Each stage essentially requires that the previous stage be fully
completed.

2.2.1. 1 — Creating a Mask

A mask consolidates a list of keywords for easy referencing of records. Each mask can
contain as many keywords as required.

Creating a mask is described in page 48, « Managing and Selecting Masks ».

2.2.2. 2 — Creating Keywords

After mask creation, the keyword that will be assigned to this mask must be created.
Each record using this mask will have the same list of keywords, although these may
have different values. They must describe the created records as well as facilitate
searches.

The screens used to create keywords are described in page 42, « Managing and
Selecting Keywords ». For certain types of keywords (controlled types), you may need

to create values and assign them to the keywords. The screens used to perform these
tasks are described in page 46, « Gestion des types controles »

2.2.3. 3— Assigning Keywords

All keywords should be associated with the created mask. This operation in described
in page 48, « Managing and Selecting Masks ».

2.2.4. 4- Creating a Storage Policy

A storage policy is required to create a collection. Storage policy creation is described
in page 5, « Creating a storage policy ».

2. Functions: How do I...? 6
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2.2.5. 5 — Creating a Collection

A collection is a set of rules used by the records. These rules can be used by a number
of different records.

The screens used to create a collection are described in page 20, « Managing and
Selecting Collections ».

2.2.6. 6 — Creating a Lot

The lot is the archiving unit. It can group together an unlimited number of objects.

To create a lot, refer to page 27, « Managing and Selecting Lots ».

2.2.7. 7 — Creating Objects

For each file to be archived, an object needs to be created, indicating the location of
the file on the target machine.

Creating an object is described in page 34, « Managing Objects ». This stage
should be repeated as many times as there are files to be added to the record.

2.2.8. 8 — Selecting an Agent

All the files in a lot must be located on the same target machine. For archiving
purposes, you must select an Arcsys Application Agent located on this target machine.

To select the agent on which the archiving must be performed, refer to page 85, «
Listing and Selecting Agents ».

2.2.9. 9 — Creating the Archiving Order

Once the whole system is set up; only the archiving order remains to be created.
This part is described in page 75, « Archiving: Creation ».

The progress of the archiving process can be followed on the archiving tracking
screen.

2.2.10. Retrieval

All the screens for retrieving records are explained in detail in page 76, « Retrieval:
Creation ».

2. Functions: How do I...? 7
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2.3. Searching for a Record

See Interface Guide.
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1. Identification

The first page of the application is a sign-on page. When users enter their username
and password, they are automatically redirected to:

» An error page if authentication fails;

» A specific page if the user belongs to a redirected group (see Arcsys Administration
Manual);

» The page for selecting the repository where the user wishes to work, as well as an
administration menu.

a I’C— \ o Archiving and Retrieval Login

AT Login
) =%

Password

v OK

Figure 1.1. Identification

1. Identification 10
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2. Data Management

2.1. Managing and Selecting Repositories

2.1.1.

The screens for managing repositories are accessed from the Repositories

Administration menu.

This menu is used to:

 List and search existing repositories
» Create new repositories

 Edit existing repositories

» Delete repositories

» Select a repository

» Export a profile in XML format

* Manage exports backed up on the server (downloads, imports, deletes)

» Import a repository in XML format using an external backup (upload)

The following screen Figure 2.1, “Repositories List” [11] lists the application's
repositories. Use the search bar to add filters for the repository names or IDs.

New Export management| |Import from XML

Total elements nb : 12 Filter by name I:l

H| | 4| Page, 2|/2

Actions Hepue Drf sk Label

a

[& 3 % |BaseTest Test
1 [& 4 3 ¥ | AdminBase Administration Base

<= £
™

Figure 2.1. Repositories List

Selection

20/07/2022 08:54:36

20/07/2022 08:41:59

0K

Creation date
P

Most of the software's functions refer to objects contained in a specific repository. You

must therefore select the working repository.

To select a repository, simply click on the symbol ¥ at the start of the line. Once the
repository is selected, the main menu changes and the repository appears in the

"Current Selection" zone (see Figure 2.10, “Collection List” [21]).

2. Data Management
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2.1.2. Creation

Click on the New button located at the top of the page to access the page for creating
a new repository (Figure 2.2, “Creating a Repository” [12]).

Name |MyRepository

| A repository to store technical documents
VAR,

Label

Generate the traces for this repositery | no W

Record the events for this repository | no W |

User or Group alerted — -
Selection in the directory Erase

Start alert day(s) before the event

Figure 2.2. Creating a Repository

+ Identification: The code for this entity must be unique and must not include the
following characters: ;, \, /,", . The label of this entity must not include the following
characters: ;, \, /," (the ' character is authorized). All other UTF-8 characters in the
code or label are authorized.

 Alert for disposal or migration of a repository lot: You can choose a user or group of
users to receive an alert when a lot in the repository is about to reach its scheduled
end of retention date or be migrated. Click the Directory Selection button to directly
select it in the LDAP directory (free entry is not possible).

You can also set the number of days before the event at which the alert will be sent.

% When the EVENT_ALERT_TO_ADMIN Arcsys Engine setting is true,
an email will be sent to the alert administrator list specified in the
EVENT_ALERT_ADMIN_MAIL_LIST setting (see Arcsys Administration
Manual).

2. Data Management 12
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2.1.3.

2.1.4.

* Permissions: You can precisely define the rights of other Arcsys users for a specific
repository.

To do this, you can add users or groups for the repository and allocate Base
Visibility or Base Management rights to them.

The Add my groups button adds all the groups of the current user account to the list
of permissions.

The Default button cancels all permission modifications that have not yet been
validated.

See the NAME_FUNCTIONAL_DESCRIPTION_MANUAL for full information on
managing rights and permissions in Arcsys.

» Saving: After informing the fields and selecting the options, click the Finish button

to conclude repository creation. The Cancel button returns you to the repository list,
disregarding any changes made to the page.

Edition or Display

You can access the edit page of an existing repository (identical to Figure 2.2,

“Creating a Repository” [12]) by clicking on the icon & of the repository to be edited
in the list.

You can access the page where an existing repository can be viewed (identical to

Figure 2.2, “Creating a Repository” [12]) by clicking on the icon 1% of the repository
to be displayed in the list.

The editing and display screens are largely identical to the screens for creating a

repository, so they will not be detailed here. See the section on creating a repository for
an explanation of each of the fields.

Export

In the folder specified by the STOCK USER REP parameter in the Arcsys Web Agent, the
export of the repository exports (in XML form):

* The repository with its details (code, label, etc.);
» The permissions associated with this repository and their features (type, rights, etc.);
» The disposal and migration alerts associated with this repository and their details

(user, group, etc.);

2. Data Management 13
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* The entities associated with the repository (storage policies, keywords, masks,
collections and classifications schemes) and their details (code, label, permissions,
etc.).

2.1.5. Managing Exports

2.1.6.

2.1.7.

Click the Export Management button to access the list of repositories previously
exported in the backup directory (see Figure 2.3, “Managing Repository
Exports” [14]): You can also:

» Download the repository export (compressed file containing the different XML files
associated with the repository export) via the Zoom button;

» Import the repository via the Import from XML button (a new code will be requested
before import of the repository);

» Delete the export of a repository via the Trash bin button (the associated storage
policy, mask and collection XML files are not deleted).

Total number of exported repository : 11

Page 172 3 73

B
¢|a
x i

Date of export Repository code

24/09/2021 10:55:41 Category5135

Repository label
> For documents of category 5135

24/09/2021 10:55:39 Native files

x

» Used for native files

24/09/2021 10:55:32 Sales

*

> All sales documents

24/09/2021 10:55:31 Native files

%

P Used for native files

24/09/2021 10:55:22 Category3135

%

B For documents of category 5135

24/09/2021 10:55:18 AdminBase

%

» Administration Base

24/09/2021 10:55:03 Sales

%

» All sales documents

24/09/2021 10:54:40 Catagory 47

4

» For Category 47

24/09/2021 10:54:36 Arvitam

*

B Arvitam documen its

b b e | I | o | | e | [ | [

*

24/08/2021 10:52:23 Native files b3 Used for nalive files

Repositories list

Figure 2.3. Managing Repository Exports

Importing a Repository

The Import from XML button is used to download the export server of a repository.
The downloaded file must be a compressed file containing the information required
to import a repository. Once the file is selected, you can choose a code for this new
repository or keep the existing code in the export (if a repository with the same code
already exists in the relational database, the import will not take place).

Deletion

For each of the repositories for which the connected user has deletion rights, the
icon # is enabled (Figure 2.1, “Repositories List” [11]). Click on this button to

2. Data Management 14
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display a confirmation window. The selected repository is then deleted from the Arcsys
Database.

Warning

Deletion is only possible if no lot has been archived in this item.

2.2. Managing Classification Schemes

The classification scheme can be viewed and edited. You can access it in two different
ways:

— After selecting a repository and clicking on the "Classification Scheme" submenu in
the "Entities" menu;

— By clicking on the “Classification Scheme” submenu in the "End user" menu.

2.2.1. General

2.2.2.

The classification scheme is depicted as a tree, organizing the classes according to
their hierarchy in the classification scheme they belong to.

— If the classification scheme was accessed via the "End user" menu, all classification
schemes are available in the tree root (reminder: There is one classification scheme
per available repository in the Arcsys system).

— If the classification scheme is accessed after selecting a repository, a single
classification scheme is available in the tree root (that associated with the selected
repository).

A lot and/or objects associated with the parent class and whose organization is
identical to that displayed in the search results in tree form can be added to the ends of
the branches of a classification scheme (leaf nodes).

The lot is not displayed unless it contains objects.

Detalils

When an item of the tree is selected (classification scheme, class, lot or object), the
detail of the item is displayed in the right screen.

When a directory is selected, the list of files included in the directory is displayed.

Here is the information for each file: file privileges, file size, and date of last
modification. (see Figure 2.4, “Classification Scheme Details” [16]).

2. Data Management 15
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The view of the details of the classification scheme displays the following information:

— Title

— Creation date

— Author

— Unique Universal ID (UUID)

— Description

— Associated repository code

£} Home E
dF Create .. [ ArcTest LAT035_SCHEME
i3 View requests (B ACCOUNTING

/ Classification Schemes

@ search
& search list

£ Public keys

##+ Disposal holds

(& conTRACTS

Name B
Crealion Date
Greator Name

Unlversally Unique
Identifier

Deseription

Repository id

Repository cods

Classification scheme

ArcTest LAT035_SCHEME

08/11/2021 16:19:20

arcsys42supsr

67032b1-65ac-4643-a3d1-051a8c597ad2

ArcTest LAT035's classification scheme
Repository

21

ArcTest LAT035

Figure 2.4. Classification Scheme Details

The view of the details of a single class displays the following information:

— Title (path of the class in the classification scheme)

— Creation date

— Author

— Status (Active/lnactive)

— Unique Universal ID (UUID)

— Description
— Subtitle (class name)

— Comments

2. Data Management
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2.2.3.

2.2.4.

<« Back to home

4-- [E] ACCOUNTING_SCHEME Class

Select an agent - [E] WORKFLOW Full path &9 WORKFLOW

Archive Name & WORKFLOW
Creation Date 01/04/2022 14:34:34
Creator Name arcsys42super
Retention schedule

Format policy

Attestation policy

Storage policies Workflow policy

Keywords Default Collection

B Metadata: internal
DB Operations Indexing policy
Document it content: none

Status Active

Universally Unique

Classification scheme \dentifier 1c6511ee-75bb-4143-a91a-0fedeB8d752ab

Description WORKFLOW
Notes WORKFLOW

Repository [ACCOUNTING

Figure 2.5. Class Details

Edition

When an edit request is made for an item in the classification scheme tree, you can
edit the modifiable details of the item on the right. The changes are applied when you
click on the "Apply" button. The changes are canceled when you click on another item
in the tree without previously clicking on the "Apply" button.

Possible Actions

In the tree, right-click on the classification scheme, class, repository, lot or directory
(provided the directory is an object in the Arcsys context) to access the entity’s display
screen.

You can also double-click on the repository, collection or lot in the lot detail display
screen to access the entity display screen.

Double-click on a file in the display screen of the list of files in a directory to access the
object display screen.

Edit: This action is available for all entities in the tree to edit its properties if you

have the appropriate permissions. For the classes and the classification scheme,
modification takes place in the right part of the screen and is validated with the Apply
button. For lots and objects, a page for editing opens (see the chapter relating to
editing lots and objects).

Add a class: This action is available for both the classification scheme and for each of
the classes if you have the appropriate permissions.
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Note: You cannot create a class under an inactive class

Delete: This action is available for classes and for lots if you have the appropriate
permissions. You must confirm the deletion by clicking on the Delete button.

Permissions: This action is available for the classification scheme and all classes to
allow permission modification if you have the appropriate permissions.

Move: A class can be moved from one parent class to another (or to the root of the
classification scheme). For this action, use the "drag and drop" feature:

1. Left click on the class to move.
2. Hold the button while moving the class.

3. Release the mouse button above the new parent class (or above the classification
scheme) to validate the move.

Note: You cannot move a class from one classification scheme to another using the
"drag and drop" feature.

2.2.5. Changing Classification Scheme Detalils

For the classification scheme, only the title and the description can be modified.

<« Back to home

i@ Category5135_SCHEME Classification scl heme
Select an agent -~ [ China Name B Calegory5135_SCHEME
Archive
Retrieve H
View requests i (B Germany

[ France Creation Date 24/09/2021 10:52:10

Creator Name arcsysd2super

i usa Universally Unique Identifier | 21672262-0482-4a57-9a20-b1305abc3237

- [ calforia Category5135's classification scheme
Events - [ Forida Description

Retention Schedules
Storage policies
Keywords

Masks. Repository id 3
DB Operations

G [ NewYork y
- |8 Texas Repository
Repository code Category5135
Apply
Classification scheme
Collections

Lots
Objects

Repository |Category5135

Figure 2.6. Changing a Classification Scheme

2.2.6. Editing the Details of a Class

You can change the status (active or inactive), description, comments of a class, as
well as its retention schedule, its format policy, its indexing policy, its attestation policy
and its workflow policy.
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<« Back to home Classification scheme
actont i I ACCOUNTING_SCHEME # Editciass
Select an agent ! @ woRKkFLOW Full path & WORKFLOW
Archive Name & WORKFLOW
Retrieve
View requests Creation Date 01/04/2022 14:34:34
Creator Name ‘arcsys42super
Administration

Retention schedule

Events

Format policy
Retention Schedules
Storage policies Attestation policy
Keywords r
Masks Workflow policy |
DB Operations STANDARD_WORKFLOW_POLIC*
P Defauit Collection . Lo =i v
Entities Metadata: internal Y
Indexing policy

. Document
Classification scheme content: none v
Collections.
Lots Status Active v

Objests
Universally Unique 166511e6-75bb-4143-281a-Dfe4eBd752ab
Identifier
Selected elements WORKFLOW
Repository [ACCOUNTING Description -

Figure 2.7. Changing the Details of a Class

2.2.7. Adding a Class

You can add a new class to a classification scheme or to a class. It is thus inserted

as a child class of this element in the classification scheme. The title (access path to
the class in the classification scheme), the UUID, the creation date, the status and the
author are inserted automatically on class creation. You therefore only have to enter
the subtitle, the description and the comments.

Click "OK" to confirm.

< Back to home Classification scheme
Lol i @ category5135_SCHEME o New Class
Select an agent i [ China Name B
Archive
i~ [ France
Retrieve
View requests [~ (B Germany _—
- [ Usa
Administration A
Events

Retention Schedules
Storage policies
Keywords Y
Masks

DB Operations OK

Entities
Classification scheme
Collections
Lots
Objects.

Selected elements

Repository [Category5135

Figure 2.8. Adding a Class
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2.2.8. Displaying/Editing Permissions

You can edit the permissions associated with a class. The principle is the same as that
for managing repositories, collections and lot permissions.

Click Apply to confirm the changes in the permissions.

The Default button cancels all permission modifications that have not yet been
validated.

&« Back to home

Actions

Select an agent
Archive
Retrieve

View requests

Administration

Events

Retention Schedules
Storage policies
Keywords

Masks

DB Operations

Entities

Classification scheme
Collections

Lots

Objects

Selected elements

Repository |INSURANCE

... [F Base _TESTOT_HR
|==| Montana
1 || NewYork

|= Contracts

==/ Insurance
|==/ Releves
|== Varicus

o || Texas

Classification scheme

Permissions

Users/Groups
£ NORMANDIE
g PAYS_DE_LA_LOIRE

& admin

New

Class
Visibility

Edition Management

Remove

Restore Default

Figure 2.9. Changing a Permission

2.3. Managing and Selecting Collections

You can access the screens for managing collections from the Collections option in

Apply

the main menu. To access this section, you must first select a repository.

This menu is used to:

+ List and search existing collections

Select a collection

Create new collections

Edit existing collections

Export a collection in XML format

2. Data Management
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* Manage exports backed up on the server (downloads, imports, deletes)
» Import a collection in XML format using an external backup (upload)

» Delete collections

2.3.1. List

The following screen (Figure 2.10, “Collection List” [21]) lists the collections present
in the selected repository. Only those collections for which the connected user has at
least read rights are present.

Use the search bar to add filters for the collection names or IDs.

New Export management| |Import from XML
Total elements nb : 3 Filter by name " 0K
From To
Filter by identifier
OK
Sel Id Actions Collection name ~ ~ Label Crea‘t\iolldﬂte
v |12 [& 4 % & | CollectionTechnicalDocuments A collection for all technical documents of 0812/2023 05:40/59
Department SW-554
v 1 |ﬁ p‘ -El CollectionForContracts This collection contains contracts 28/11/2023 10:09:21
P @ o - - - -
v 10 [8 3 &  CollectionForPayslips Collection for Pay Slips 27/11/2023 105524

Figure 2.10. Collection List

2.3.2. Selection

A number of Arcsys Web Agent functions require selection of a collection.

The collections that can be selected are represented by the icon ¥ . To select a
collection, simply click on this icon. The collection then appears in the "Current
selection" field.

2.3.3. Creation

The New button located at the top of the page provides access to the page for creating
a new collection (Figure 2.11, “Creating a Collection” [22]).

However, before being able to create a new collection, you must select a mask (page
48, « Managing and Selecting Masks ») and a storage policy (page 68, «

Managing and Selecting Storage Policies »). These elements are required to define a
collection.
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Name |AccountingFlorida

Collection for Accounting in Florida]
Label

Stor_age test
policy
Mask MA
Default class
for the new
lots
Type | Archiving hd
Delete the
objects after | no hl
archiving
Generate the
traces for this | no b
collection
External o =
timestamp
Max size of the TAR files |100000 KiB
Encryption policy
N Collection Archive Collection
EEEELE Vizibility preparation  Management

£, arcsy=42super
Figure 2.11. Creating a Collection

+ Identification: The code for this entity must be unique and must not include the
following characters: ;, \, /,", '. The label of this entity must not include the following
characters: ;, \, /," (the ' character is authorized). All other UTF-8 characters in the
code or label are authorized.

+ Storage policy and mask: The storage policy and the mask that appear in the
creation screen are those present in the current selection field.

» Default class for new lots: you can specify a default class that will be assigned
to the new lots in the collection. This class can be characterized by a retention
schedule and a format policy. This means you can automatically assign a retention
schedule and a format policy to new lots of the collection.
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* Max size of .TAR files: .TAR files are record files. This parameter defines a
maximum size for these files, beyond which the records will be divided into several
parts.

A single file will never be divided into several records. Thus, when
archiving a file of 20 MB, the fichier .TAR record containing this file
will be at least 20 MB. Only records containing more than one file can be
divided up.

Trace: You can generate functional traces by collection.

If this option is enabled, then collection_<id collection>.log trace files will be
generated and then archived during the launch of the specific auto archiving client
for traces.

Permissions: You can precisely define the rights of other Arcsys users for a specific
collection.

To do this, you can add users or groups to the repository and allocate Collection
Visibility, Archive Creation or Collection Management rights to them.

The Inherit button adds all the users and groups with the Base Visibility right over
the repository containing the collection to the list of permissions.

The Add my groups button adds all the groups of the current user account to the list
of permissions.

The Default button cancels all permission modifications that have not yet been
validated.

Refer to the Arcsys Functional Description Manual for all information on permissions
applicable to a collection user.

Default permissions for new lots: You can define a default permissions template
for the new lots created in the collection (when a new lot is created in the collection,
permissions for the lot will be initialized by default with this template).

To do this, you can add users or groups of the repository to which the collection
belongs and allocate the Lot Visibility, Archive, Retrieval, Download or
Management rights to them (there are no checks run on the consistency of this
permissions template with respect to permissions allocated to the collection).

The Default button cancels all permission modifications that have not yet been
validated.
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Refer to the Arcsys Functional Description Manual for all information on rights
applicable to a lot user.

« Saving: After informing the fields and selecting the options, click the Finish button to

create the collection in the Arcsys Database with the settings provided. Click on the
Cancel button to return to the previous page, disregarding the data entered on the

page.
2.3.4. Edition or Display

You can access the edit page of an existing collection by clicking on the icon & of the
collection to be edited in the list (Figure 2.10, “Collection List” [21]).

You can access the display page of an existing collection by clicking on the icon [& of
the collection to be viewed in the list (Figure 2.10, “Collection List” [21]).

The fields and functions shown on the edit screen for a collection are globally identical
to those shown on the creation screen (Figure 2.11, “Creating a Collection” [22]).
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2.3.5. Changing the Storage Policy and the Mask

€ Back to home

Actions

Select an agent
Archive
Retrieve

View requests

Administration

Events

Retention Schedules
Storage policies
Keywords

Masks

DB Operations

Entities
Classification scheme
Collections
Lots
Objects.

Selected elements

Repository [INSURANCE

Name | CCOUNTING_FLORIDA
ACCOUNTING_FLORIDA

Label

Creator arceysd2super

Characteristics

Storage policy [INSURAMCE_SPROFILE
Mask INSURAMCE_MASK

Default class for the new

lots
Type | Archiving hd
Status Active hd

Delete the objects after

. hd
archiving o
Generate the traces for 7
this collection o
External timestamp no L

TAR Characteristics
Max size of the TAR files 100000

TAR equivalent archive
{archive the links and restore files information) yes

Permissions
Collection
Tt
Users/Groups Visibility
& miem
- A
&3 arcsysd2super
New Remove Inherit Add my groups

Default permissions for the new lots

Users/Groups Lot Visibility Lot Archive Lot Retrieval

& Miam C

Archive Collection
preparation  Management

Restore Default

Lot Download (k=
Management

C

Figure 2.12. Changing the Storage Policy and the Mask of a Collection

This screen (shown on the collection edit page) is used to easily change the storage
policy and the mask of a collection.

This takes place in two steps:

* First select the new storage policy (page 68, « Managing and Selecting Storage
Policies ») and/or the new mask (page 48, « Managing and Selecting Masks »).

On the edit page of a collection, click on the button 4 to the right of the field to edit.

The name of the new storage policy or the new mask replaces the old one.

2. Data Management

25




nfotel ARCCO-EN09-26.1.STS-0

Arcsys

Arcsys Web Interface User Manual

2.3.6.

2.3.7.

2.3.8.

Once the fields and options are edited, the OK button saves the changes in the
collection in the Arcsys Database. The Cancel button returns to the previous page,
disregarding the corrections.

Deletion

For each of the collections over which the connected user has deletion rights, the

icon # is enabled (Figure 2.10, “Collection List” [21]). Click on this button to
display a confirmation window. The selected collection is then deleted from the Arcsys
Database.

Important

Deletion is only possible if no lot has been archived in that element
or if all the lots of the collection have the "not archived" or "disposal"
status.

Export

In the folder specified by the SToCk USERS REP parameter of the Arcsys Web Agent the
collection export exports in XML format:

* The collection with its details (code, label, etc.);

* The associated permissions (permissions for the collection and permissions
concerning the lots) and their details (group, user, rights, etc.);

» The profile and the mask associated with the collection and their details (if the user
wishes).
Managing Exports

Click the Export Management button to access the list of collections previously
exported (see Figure 2.13, “Managing Collection Exports” [27]), and then:

* Download the collection in XML format via the Zoom button;

» Import the collection in the current repository via the Import from XML button (the
import will not take place if there is a conflict at code level). If the storage policy and/
or the mask associated with the collection does not exist in the current repository, a
list of exports that may correspond will be suggested for import before continuing.

* Delete the collection export via the Trash bin button (deletion is not possible if the
collection export results from the export of an existing repository).
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Total number of exported collections = 10

Collection label

Bank Statements

Bank Statements

ACCOUNTING_FLORIDA

afp de plus de 2Go

Log Default Collection

Log Default Collection

test du forward de demande d'archivage

afp de plus de 2Go

& Back to home Collection import
Actions
Select an agent Date of export Collection code Action
Archive
Retrieve 01;1?’;2?51 BankStatements @ ® o »
View requests
01/10/2021
e BankStatements B % »
Administration 01/10/2021
12:15:09 ACCOUNTING_FLORIDA @ Lo»
Events
Retention Schedules 01;11131’52851 ARCSYSL-10936 @ »
Storage policies -
Keywords 01”21_2"5"’_8? LogDefault & »
Masks —
DE Operations D:’;?”;gg" LogDefault & X »
01/10/2021 v
Ep e 12:14:56 FAEE G X »
Classification scheme 01#’2131’42351 ARCSYSL10936 @ %
Collections B
L= DI vanen BankStatements & ¥ »
Objects i

01/10/2021 11:56:39 | ACCOUNTING_FLORIDA @ K »

Selected elements

Bank Statements

ACCOUNTING_FLORIDA

Collections list

Repository |Screenshot

Figure 2.13. Managing Collection Exports

2.3.9. Import

From
repository
with code
Screenshot
Screenshot
Screenshot

AFP

AdminBase
AdminBase
Test

AFP

Screenshot

Screenshot

The Import from XML button imports a collection via an external XML file. If the
associated storage policy and/or the mask does not exist in the current repository, a list

of corresponding exports will be suggested for import before continuing.

2.4. Managing and Selecting Lots

You can access the screens for managing lots from the Lots option in the main menu.

To access this menu, you must have selected a repository and a collection.

This menu is used to:

 List and search existing lots

+ Select a lot

» Create new lots

 Edit existing lots

* Manage the metadata associated with a lot

» Delete lots
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2.4.1. List

The following screen (Figure 2.14, “Lot List” [28]) lists the lots for the selected
collection. Only those lots for which the connected user has read rights at least are
shown.

Use the search bar to add filters for lot names or IDs.

Collection : [ CollectionForContracts ]

New
Select filters
Total elements nb : 2 Filter by name -l_’ oK
Filter by identifier oK

. Retention start -

sel  Id Actions Lot name Label Metadata ~ C'oaion date date Size
v

v 222 @, _p" F L‘j LotContract55454 Lot for the contract 55454 ¥ 0:11’51%;2%3 01/12/2023 o
v |221 |[& 3% [ | bvbb Iot for the contract 555 3 EATE 28/11/2023 1

10:09:26

Figure 2.14. Lot List

2.4.2. Selection

A lot must be selected so it can be used on other pages of the interface.

The lots that can be selected are represented by the icon ¥/ . To select a lot, simply
click on this icon. The lot then appears in the "Current selection" field (see Figure 2.14,
“Lot List” [28]).

2.4.3. Creation

The New button located at the top of the page provides access to the page for creating
a new lot (Figure 2.15, “Creating a Lot” [29]).
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Name | TechnicalArchivebs

Label |Atechnical archive

Collection |CollectionTechnicalDocuments

Class |

Retention
schedule I
from Class
Specific
retention | |
schedule

Type [Business |

Retention m .
start date | Unknown

1210872023

Lot

UsersiGroups Lot Visibility Lot Archive Lot Retrieval Lot Download
Management

£ arcsysd2super

Figure 2.15. Creating a Lot

+ Identification: The code for this entity must be unique and must not include the
following characters: ;, \, /,", . The label of this entity must not include the following
characters: ;, \, /," (the ' character is authorized). All other UTF-8 characters in the
code or label are authorized.

» Collection: The collection that appears is that present in the current selection field.
* Retention start date: Lot retention starts at a specific date. You can specify this
date when creating the lot. It is also possible to have an unknown date; simply check

the "unknown" box.

* Permissions: You can precisely define the rights of other Arcsys users for a specific
lot.
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2.4.4.

To do this, you can add users or groups from the collection to which the lot belongs
and allocate Lot Visibility, Archive, Restore, Download or Management rights to
them.

The Inherit button adds all the users and groups with the Collection Visibility right
for the collection containing the lot to the list of permissions.

The Add my groups button adds all the groups of the current user account to the list
of permissions.

The Default button cancels all permission modifications that have not yet been
validated.

Refer to the Arcsys Functional Description Manual for all information on rights
applicable to a lot user.

« Saving: After informing the fields, click OK to create the lot in the Arcsys Database
with the populated settings. Click on the Cancel button to return to the previous
page, disregarding the data entered on the page.

Editing or Displaying

For each lot that can be edited, the icon # is enabled (Figure 2.14, “Lot List” [28]).
Click on this button to access the edit page for a lot.

The lot can only be edited if it is not archived, or in the end-user interface.

The modification of archived lot in the administration interface of the Arcsys
Web Agent can be activated by setting the KEEP_ DEPRECATED LOT MODIFICATI
ON_SCREEN parameter to true. See Arcsys Administration Manual for more
information.

You can access the display page of an existing lot by clicking on the icon [& of the lot
to display in the list.

The fields and functions shown on the edit screen for a lot are globally identical to
those shown on the creation screen (Figure 2.15, “Creating a Lot” [29]).
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€ Back to home

Identifier |15
Name |ACC_FL_211001_5_C4_34
Select an agent
- ACC_FL_211001_9_C4_34
Archive
Retrieve Label
View requests

Creator | arcsys42super

Events
Retention Schedules

Storage policies

Keywords .
Repository | INSURANCE

Masks
DB Operations Collection |ACCOUNTING_FLORIDA

Class |ACCOUNTING/Florida

Retention schedule from l:l

Class
Classification scheme Specific retention ’—|
Collections hedul
Lots Type | Business &P
Objects Status | Active w

Size |Q KiB
Retention start date Unknown

Repository |INSURANCE
Coll | ACCOUNTING_FL
Lot [ACC_FL_211001_

The lot has not been archived

Mumber of copies: 0

Legend :

~ Lot still on this element

Y} Pending recovery tasks on lots
U] Pending copy tasks on lots

Code Media Manager Medias codes Type of Hardware Expiration date

No zone

Go to the zones of the followed storage policy b.

Lot

Users/Groups Lot Visibility Lot Archive Lot Retrieval Lot Download
Management

-
s arcsysd2super

Figure 2.16. Editing a Lot

Lot type: There are two types of lots: "Business" lots and "trace" lots. Trace lots are
lots created by the auto archiving client for traces by collection. (The lot type is not
modifiable)

Lot size: Once archived, the exact size of a lot is determined and it is moved to
the relational database. It is displayed in the lot edit screen, represented on the
Figure 2.16, “Editing a Lot” [31].

Retention start date: The retention start date can be edited.
Archiving zone: When a lot is archived in special zones (other than the retention
zone), its related data appears in the lot edit screen. This table is automatically

modified when a lot is migrated from one zone to another (depending on the storage
policy defined).

Record life cycle: This tab lists the different zones in which the lot is present (zones
preceded by the ¥ icon) and also zones in which it is pending recovery (zones
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preceded by the ::'*:?icon) and the zones to which it is to migrate. For a lot archived
on ArcMover, the list of file systems or tapes on which the lot(s) is present is also
specified.

The Record expiration date field corresponds to the date from which Arcsys no
longer guarantees access to it. If this field is undetermined, Arcsys guarantees its
recovery for the moment, but does not determine the date at which the record will
reach its scheduled end of retention date (because the retention start date has not
yet been specified).

The Number of copies field represents the number of copies Arcsys has made of
the original record.

» Disposal holds (display screen for the lot only): This tab presents the list of disposal
holds active on the lot. The table contains the code, the author, the reason and the
creation date for each disposal hold.

If no disposal hold is active on the lot, this tab is not displayed.

This tab is only present in the display screen, because a lot cannot be modified if it
includes a disposal hold.

2.4.5. Managing Metadata

You can associate one or more "Lot"-level metadata items for business lots to each
keyword of the lot (association of keywords and values — see glossary).

On the lot list screen (Figure 2.14, “Lot List” [28]), click on the icon ¥ ("Metadata"
column) for the lot to modify. The Figure 2.17, “List of the Metadata of a Lot” [33]
screen appears; you can add/delete/change metadata.
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2.4.6.

4 Back to home Lot:[LOTOO2]
Mandatory keywords

Actions
Keyword common to the archive:

Select an agent Keyword name Keyword type Actions Given value Information

Archive IssueDate Date [& o 3% |02/09/2021
Retrieve
[N T —— AccountNumber Numerical & == 3 5540844
Administration WJames
Events FirstName String [& o= ¥
Retention Schedules
Storage policies /
Keywords
Masks Cabello
DB Operations
Name String (& = %

Entities Vi
Classification scheme
Collections Non mandatory keywords
Lots
Objects Keyword common to the archive: i ) i

Keyword name Keyword type Actions Given value Information
selected clements NonMandatoryDate Date E,a 9 # |06/10/2015
Repository |INSURANCE JamesTCabello@teleworm.us

e NonMandatoryStiing String & 4+ | X

Lot |LOTOOZ

Age [Arcaysfpplicaiion] Y

OK Cancel
Figure 2.17. List of the Metadata of a Lot

You cannot edit, create or delete metadata if the lot is subject to one or
more disposal holds.

To edit a metadata value, in the metadata list screen for a lot (Figure 2.17, “List of the
Metadata of a Lot” [33]), click on the value to edit.

The list of previous metadata values in the history tab of this keyword
appears.

To delete metadata previously added to a lot, simply click on the icon F 4 (Figure 2.17,
“List of the Metadata of a Lot” [33]). A confirmation message then appears and the
metadata item is deleted.

Deletion

For each lot that can be deleted, the icon # is enabled (Figure 2.14, “Lot List” [28]).
Click on this button to display a confirmation window. The selected lot is deleted
logically from the Arcsys Database.
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2.4.7. Copy

For each lot that can be copied, the icon 'l is enabled. Click this button to trigger the
logical copy of the lot. The lot and all its linked entities (objects, metadata, classification
scheme, permissions) are copied logically (if the lot copied is archived, there is no
physical copy of the lot, only its definition).

2.4.8. Classification

Lots can be classified during creation and their classification can be changed once
they have been created.

During lot creation, you can choose a class and associate it with the lot being created
or modified. Inversely, you can disassociate the class from the lot.

The list of available classes is composed of class leaf nodes present in the
classification scheme of the repository associated with the lot being created/edited.

Only users with the appropriate rights can edit the classification of a lot.

An object cannot be associated with an inactive class.

2.5. Managing Objects

2.5.1.

You can access the screens for managing objects from the Objects option in the main
menu. To access this menu, you must first select a repository, a collection and a lot.

This menu is used to:

+ List and search objects in a lot

Manage the metadata associated with an object
» Create a new object
+ Edit an existing object

* Delete an object

List

The following screen (Figure 2.18, “Object List” [35]) lists the objects belonging
to the selected lot. The search bar is used to add filters for location (for example, file
location) or the size of objects (in kilobytes).
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This screen contains:

+ "Directory" objects: These are directories (or a set of directory files) physically
present on the target machine; when they are successfully archived, their
component files are displayed.

» "File" objects: These are the files physically present on the target machine.

» "Native file" objects (ArcAFP Option, ArcPAK Option): These are object container
files, physically present on the target machine. A format handler is required for
analysis.

<« Back to home
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Figure 2.18. Object List
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The New button located at the top of the page provides access to the page for creating
a n